SitRaser

Drive Wiping Software

Secure & Certified Drive Erasure Tool for HDD,

SSD, PC, Laptop, Mac, Chromebook & Server.

BitRaser fulfills your need for a certified data wiping
solution that ensures the permanent erasure of data
bearing devices when retiring IT assets, returning
leased equipment, or reallocating devices. The software
generates certificate of destruction that serves as an
audit-trail and helps comply with global data privacy
laws, regulations & standards like - EU-GDPR, GLBA,

SOX, HIPAA, PCI-DSS & I1SO 27001.

Tested , Approved & Certified

NIST

National Institute of
Standards and Technology
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Criteria

Software with Excellent Capabilities
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Secure Erasure

Securely erases sensitive data beyond recovery from
Loose drives (SSD, HDD), PC, Laptop, Mac® (M4, M3, M2,
M1, T2, T1), Chromebook & Server.

Certificate Of Destruction
Generate a 100% tamper-proof certificate of destruction

to meet compliance with CCPA, SOX, GLBA, EU-GDPR,
ISO 27001, HIPAA, PCI-DSS.

Global Data Wiping Methods

Supports 26+ International erasure methods including
NIST 800-88 Clear, NIST Purge, IEEE-Purge, IEEE-Clear,
DoD 3 Pass, DoD 7 Pass, etc.

ERP & API Integration

BitRaser is integrated with Makor ERP & RazorERP

for seamless asset management. BitRaser APl is also
available to integrate with other Asset management tools
like lvanti, SolarWinds.

Benefits of Data Erasure

HELPS MEET COMPLIANCE

PREVENTS DATA BREACH
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PROMOTES DEVICE REUSE

BITRASER® DRIVE ERASER
WORLD'S MOST RELIABLE DATA ERASURE SOFTWARE
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Cloud Console

Provides flexibility to create & edit users,
manage license distribution & maintain central
repository of reports & certificates.

Report For Audit Trails

Generates erasure reports for audit trails with
option to customize and save report in various
formats like PDF, CSV & XML.

Automate Data Wiping

Fully automate user actions like erasure,
verification method & more to increase operator's
productivity & mitigate risk of human errors.

Multiple Deployment Options

Utilize cloud console to erase drives using USB
or PXE-Boot solutions. For locations without
internet leverage offline solution to wipe drives.
Perform remote erasure using MSI package.
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SitRaser

Other Specifications

& Certified Data Erasure & Reporting

+ Simultaneously erase 100 drives using USB variant
+ Erase upto 65000 drives simultaneously using Network Cloud variant
+ Supports erasure of all major drive types - SATA, PATA, SSD,

SAS-SSD, SED, NVMe, SAS, SCSI, etc.

+ Erases hidden areas like HPA, DCO & remapped sectors*
+ Supports multiple block size drives & RAID dismantling

+ Option to add 20 custom fields

+ Supports Internet connectivity via Ethernet & Wi-Fi

+ Erase BitLocker encrypted drives

+ Export reports from machine to cloud in online & offline version

+ Option to customize report with logo & watermark

& Configuration & Automation

+ Create bootable USB using downloadable ISO image from Cloud

+ ISO Customization for automating data erasure process

+ Cloud based console for user, license management &

maintaining repository of reports

+ Allocate licenses to pool users from admin licenses

+ Transfer licenses from cloud to BitRaser offline dongle*

+ Allows two methods to verify erasure process
+ Identifies dead drives through LED notification

* Not applicable for Chromebook & Mac

BitRaser Deployment

Deployment options include USB, PXE boot over network, or MSI package

for remote wiping on Windows endpoints.
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Msl Package for
Remote Erasure

Deploy 15O
via PXE Boot

Burn ISO
on USB

MULTIPLE WAYS TO DEPLOY
FROM CLOUD
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HAPPY CUSTOMER

ERASE MULTIPLE DEVICES WITH
BITRASER DRIVE ERASER
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BitRaser's wiping capability with built-in system diagnostics has
been very helpful. The software helped us wipe multiple drives
flawlessly. It also comes with verifiable reports and certificates of
erasure performed on drives, which is really helpful for audit &

compliance needs.

Brian Matney

SAVE ERASURE
REPORTS ON CLOUD

26+ GLOBAL STANDARDS

NIST 800-88 Clear

NIST 800-88 Purge

US - DoD 5220.22-M (3 passes)

US - DoD 5220.22-M (ECE) (7 passes)
US - DoD 5200.28-STD (7 passes)
IEEE 2883:2022 Clear

IEEE 2883:2022 Purge

Russian - GOST-R-50739-95 (2 passes)
B.Schneier’s Algorithm (7 passes)
German Standard VSITR (7 passes)
Peter Gutmann (35 passes)

US Army AR380-19 (3 passes)

NATO Standard (7 passes)

US Air Force AFSSI-5020 (3 passes)
Pfitzner Algorithm (33 passes)
Canadian CSEC ITSG-06 (1-3 Passes)
NSA 130-1 (3 passes)

British HMG IS5 (3 passes)

Zeroes

+Other 8 Standards

OTHER PRODUCTS

« BitRaser Drive Eraser Chromebook

« BitRaser Drive Eraser for Mac

* BitRaser Mobile Eraser & Diagnostics
* BitRaser Hardware Diagnostics

« BitRaser Drive Verifier

OUR SELECT CUSTOMERS

I NetApp

Deloitte.
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BITRASER IS AN INNOVATION FROM STELLAR
Data Care Experts since 1993.

R, +1-844-775-0101

™ sales@bitraser.com
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